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Introduction to Secure.Thingz.

Focus on the specific security issues in rapidly evolving loT space

Delivering secure platforms in loT - from mobile to edge nodes

Close partnership with ARM and IMG

Secure.Thinking. - Consultancy Services

() Secure. Thinking.
Working closely with Renesas on Synergy Platform Secure. Thingz.

Consultancy Services

Threat Analysis — Right-sizing security for your application
System Definition — From SoC to Solution to deliver holistic approach to security
Architectural Implementation — Hardware and software architecture generation and implementation

Design Audition & Self-Certification Methodologies — Ensuring compliance and pen testing

Secure.Deploy. — Manufacturing Secured Secure.Deploy.
. . Secure.Thingz.
High assurance & secure manufacturing framework Manufacturing Secured

Leveraging high security TPM to deliver key material into contract manufacturers
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What is your strategy for loT Security?
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Relentless Attacks On The loT
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“Open season” on the loT

Billions of devices and trillions of
connections provide a huge security
surface for attack

Systems are uniquely complex making a
“‘one-size-fits-all” security solution
impossible

Cyber attacks are highly profitable for
cyber criminals

- ™
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Cyber attacks impact real lives

Capture and Disrupt attacks on cyber systems can obtain and control critical
intelligence, such as propriety information, without detection

Manipulation attacks can take over control of 0T entities that wreck havoc on broad,
dynamic system operations

Privacy / Confidentiality attacks on users and smart connected objects pose critically
high risks to safety, security and privacy

Failure of Industrial Transportation Gridlock Personal Identify Theft Life
Systems and Credit Fraud Endangerment
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Cyber warfare is now pervasive

r

For the Internet of Things, Even a Connected Lightbulb is
a Threat
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over 70% of devices on the Internet of Thir il
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encryption, password, cross-site scripting,
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turn everyday devices into paths of attack
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Enabling loT Security with Synergy
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Delivering next-generation security capabilities

Integrity framework delivers a strong root of trust

Robust availability enables integrated device lifecycle management

Confidentiality (privacy) of intellectual property and data

Protect Intellectual Protect Data Create Robust Separate Critical Manage Device
Property In Flight & At Rest Foundations & Other Functions Lifecycle

Integrity Availability Confidentiality
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Critical components of security

Confidentiality

RENESAS
( sy] nergy"
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An integrated solution for higher security

Confidentiality

Increased protection of data

Security across the portfolio

High performance accelerators
including asymmetric crypto

Smaller code base

Tightly integrated to protect
secrets and prevent leakage

Integrity

Delivering a new level of trust

Integrated Root of Trust
ensures platform protection

Constrained and measureable
boot to inhibit low level attacks

Isolation of critical code to
restrict impact of attacks

Avalilability

Security across the lifecycle

Isolation of critical system to
promote uptime

Enables ongoing monitoring
and management of
functionality before, during
and post attack

Platform for lifecycle
management and secure
updates
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Ensuring Integrity
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Integrity — the critical foundation to security

Confidentiality is reliant on a high integrity platform because
cryptography is insufficient on it own

Traditionally embedded systems were “islands” of very narrow
levels of connectivity

loT solutions are naturally widely connected to enable complex
system definition

Security requires a high
integrity platform
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Verifiable Root of Trust

Strong Cryptographic ldentifiers

» Synergy Security Engine integrate the True Random Number
Generator (TRNG) to create & protect unique identifiers

= Derivation and storage of keys within custom security engine

Secure Hardware Configuration
» Delivers extensive secure memory partitioning
» Robust defences activated prior to secure boot execution

= |nhibits root-kit attacks

Secure Boot foundation for trusted software
» Only trusted software installed and executed

= Quick and secure software authentication utilizing Synergy
security accelerators

Trustworthy Data

Trusted Software

<
4

Root of Trust

(Il

Secure Boot

Secure Hardware Configuration

Cryptographic Identifiers

Device Reset
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Trusted Manufacturing — at Contract Maufacturer

Firmware Repository

Count number of
programmed MCU

Secure Mastering Tool

Renesas

Contract Manufacturer

Synergy
Programmer

Secure Boot
Rpady MCU

Secure. Thingz."
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Secure Mastering Tool

Secure Mastering Tool is a PC tool that
responsible for securely packaging Firmware

RENESAS @?merg_y "
Secure Mastering

modules —
. . _ . , ) === Tuinel
Encrypt Firmware binary and signs with OEM’s N
certificate =
Encryption Key managed securely Devess il [ttt 1 |
. . Application Key
Capable of controlling the maximum number of [ oms |

devices that the firmware can be programmed |

Synergy Programmer limits the programming |
devices based on this information
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Secure Firmware Update

OEM Firmware Update Server

Secure Mastering Tool

End User

Utilize the same scheme as Secure Manufacturing to generate
and distribute Update Firmware to devices in End Users

Secure. Thingz."
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Secure Update Deploy Tool

Manages the secure update of firmware onto
devices

Uploads Signed Firmware modules that are
generated by the Mastering Tool

Can specify distribution policy, target device
groups that the update binary is distributed to

RENESAS C—Eynergy
Secure Update

Powered by
Secure. Thingz.

Simplliciny threwgh Seourity
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Enabling Confidentiality
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Confidentiality: Security beyond privacy

Confidentiality is critical in all loT systems

» Privacy of data — Inhibit covert monitoring

» Trust of data — Ensuring data is trustworthy is the foundation
of Big Data

. . gs . . . Wraps and store session keys
Confidentiality is fundamental in conveying

Share symmetric session key

data Encrypt symmetric key
= Encryption and decryption of messages are the ‘tip of the Create symmetric key

iceberg’ Wrap and store keys
Exchange public keys

Generate public private keys
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Synergy — Enabling Confidentiality

True Random Number Generator
= High-entropy TRNG is the cornerstone of all encryption.

= Meets highest NIST 800-90 standard

HASH Accelerator

= Critical for authenticating communications and other information
Symmetric Cryptographic Accelerator

» |ndustry standard symmetric cyphers accelerated. Includes broadest
library of AES modes and 3DES

= Enables rapid encryption and decryption of messages
Asymmetric Cryptographic Accelerator

» Integrated hardware significantly accelerates asymmetric cyphers.
Includes ECC and RSA primitives

» |ncreased security and minimized computational overhead

Unique ID

True Random
Generator

HASH Acceleration

Symmetric
Cryptographic
Acceleration

Asymmetric
Cryptographic
Acceleration

Secure Key Storage

Certifiable Root of Trust

Read-Out Protection

Software Security Library
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Safeguarding Availability
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The challenges to maintaining system availability A

A cyber attack is not a “if”, it is a “when”
= Capability of attackers evolving rapidly
= Value of attacks growing

= Number of systems exploding

Cyber attacks are prolonged and pervasive

» Presume that something in the trusted network is
compromised

= Attacks may be silent for months or years

= Blacklisting of known compromises is not sufficient
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What True Availability Requires

Isolation of system components
= |solation of flaws

» Simplify components to enable testing and validation

Awareness and communication

= Monitoring and analysis of the system

RENESAS

ergy”

Gir

» Cryptographic measurements of status

Recovery and remediation
» [solate and replace compromised components

» Update and manage the system over the full life cycle

™

Secure. Thingz.
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Enabling Reliable System Availability

Synergy supports multiple Memory
Protection Units (MPU)

= Extends traditional ARM MPU model

= Enables separation of application and critical functions

» Ensure watchdogs can monitor system resources
Secure Boot validates application software
» Ensures correct code installation and execution

= Protect against injection attacks using cryptographic HASH

Structured recovery capabilities after
successful attacks

Reset of device

Verify device status

Managed encrypted code download

Re-flash of device to remove infected components

)

Monolithic Application

Application

Recipes

Communications

Watchdog
Fail safe
Recovery Mode
RTOS

Secure Boot

4

Supervisor > User Mode > }
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Building More Secure Systems

Security cannot be an afterthought

What do you need to protect

What is the impact — catastrophic failure, data leak, brand damage

Cryptography is not sufficient on its own

Requirement to secure the device

Understand how you recover the device

Leverage the right tools and industry best practice
Synergy has security in its DNA — Confidentiality, Integrity & Availability

Synergy Booth — Implementation of Secure Boot & Deployment

« Leverage emerging standards groups — loTSecurityFoundation.org IT

Security Foundation

WE'RE
CONNECTED
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Synergy — Enabling next-generation security

Real defense capability against cyber threats
= Asymmetric and Symmetric Cryptography Accelerators

= True Random Number Generator

= HASH Accelerators

Confidentiality
= Secure Storage

Security that meets every challenge

= Integrity — Security of the device from Reset Renesas

synergy”

= Confidentiality — Authentication of multiple devices and users

= Availability — Poised for system compromise and ready for remediation

Don’t let attackers win

= Could your organization recover from a successful attack?

» |s your system secure against the next-generation of cyber attacks?
= Could you design a successful attack of your own system?

= What is your information worth?
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QUESTIONS
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